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Certified 1SO 9001:2015 (No. IAS0508Q2286)
Certified ISO/IEC 27001:2022 (No. IN/26314557/3260)

Thursday, 21" May 2026

Audit Certificate
Certificate Number 1 064/26-27/2396
Organization Name : Embassy of India. Dili, Timor Leste
Address : Embassy of India. Dili, Timor Leste
Application Name : Official Website of the Embassy of India. Dili. Timor Leste
Production URL htips:www indembassydili.gov.in
Audit Period : 15 May 2026 1o 21° May 2026
Compliance Verification Date : 21 May 2026
Hash Value :53ef2ce861376045eb045837160a0011d7aca5052ac1e52e0066bd586017961826¢
c308832cd91e51ddd43e18483008¢
Path : Di\xamppthtdoes\indembassydili.gov.in
Certificate Validity ¢ | year (20" May 2027)

The above web application has undergone Vulnerability Assessment & Penetration Testing, by our organization
through provided testing URL as per guidelines., advisories, white papers and vulnerability notes, directions issued
by CERT-In. We also tested the web application against various Web Security Standards like OWASP Application
Security Verification Standard (ASVS). Open Source Security Testing Methodology Manual (OSSTMM3).
Common Weakness Enumeration (CWE). Common Vulnerabilities Exposures (CVE). Common Attack Pattern
Enumeration and Classification (CAPEC), SANS Top 25 Software Errors,

The audit was conducted on the given production environment. not in staging environment.

Conclusion: Based on the audit outcomes, it is certified that the above application is free from any known
vulnerabilities as of the audit date. However, the Host Header Injection vulnerability remains unresolved at
this time and is pending remediation at the server level. Accordingly, the Audit Certificate is being issued
based on the current assessment with this noted exception. The auditee assumes full responsibility for any
potential risks, impacts, or security incidents and the audit team shall not be held liable for any
consequences until the issue is fully remediated and verified. .

The assessment represents the sccurity posture of the application at the time of testing ony. Any changes to
application code, configuration, infrastructure, deployment architecture or security controls after the assessment
period may invalidate this certificate. The certificate is valid only for the explicitly defined scope.

Other Recommendations:

1. Web Server Security and the OS hardening need to be in place for the production server.

2. Web Application should comply with Guidelines for Sccure Application Design. Development,
Implementation & Operations issued by CERT-In.

3. Organization must comply with the Directions issued by CERT-In (Notification No. 20(3 y/2022-CERT-In)
dated 28 April 2022 relating to information security practices. procedure. prey ention. response and
reporting of cyber incidents for Safe & Trusted Internet.

4. Auditee should also follow the Technical Guidelines on SBOM | QBOM & CBOM | AIBOM | HBOM |
Version 2.0 issued by CERT-In dated 09.07.2025.
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Certified Lead Auditor ISMS (ISO/IEC 27001)
Founder & CEO

Cr. C. B. Sharma IPS R.
Founuer & CeQ

5 " THead Office: 113, Suraj Nagar East Civil Lines Jaipur-302006
Coordinating Offices: STPI Jodhpur | STPI Gurugram | STPI Lucknow | Mumbai | Hyderabad
Website: www.drebsevber.com Email: contact@drebscyber.com  Page 1oll



